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PEN-TEST PROVEN ASSURANCE

Date: 26-01-2024
Reviewed by: Vatins Systems
E-mail: emailus@vatins.com

Address: Vatins Systems Private Limited, Myscape Weave, fafis, Ground Floor, Manakaramguda,
Financial District, Hyderabad, India.

Initial Assessment Date; 17-03-2023 Final Assessment Date: 17-01-2024

TO WHOMSOEVER ITMAY CONCERN

Company Name; Fraxion
Application Mame: Fraxion Spend Management

Purpose of the Web Applicatien: Fraxion Spend Managementis a procure-to-pay solution for purchase
requisitiocning and approvals, expense management and spend analysis and reporting.

URL: https:/fspend-uat.spendmanagement. com

Yatins has performed comprehensive security assessments on this application and ohserved that the
application has good security controls in place to prevent most commonvulnerabilities.

AS per our assessment, there are no open critical yulnerabilities, and the application has good security
posture.
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Assessment Methodology:

F OWASP(2021) guidelines for carrying out Web application security assessment.
#  Grey-box testing technigue: To better understand the application functionalities and to examine
possible threats associated with the application.

Tools Used:

Burp Suite Tool used forweb application security testing,
Nmap Mmap can helpidentify open ports on a server.
Mikto Aawveb server scanner that assesses potential wulnera bilities.
Wappalyzer A browser extension that identifies technologies Used onwebsites.
Whatweb Aweb application finger printing tool,

About Vatins

Yatins iz a research-driven organization with owver 14 years of broad and rich esperience in Cyber Security, Cyber
Forensics and Cyber Intelligence. With itz espertize pool distributed across India, US4, Singapore, Hong Kong,
Malaysia and Australia, Vatine focuses on advanced RE&D that drives it to deliver unparalleled products and solutions
to address the ever-changing cyber threat landecape. Armed with a hacker's perspective to oyber security, we fight
and counter. VATIMNG earned itzelf a place &8s atrusted advisor to multiple, corporate and government departments.
Y help our customers achieve a high Application security quotient for customer products and instil proactive app
security culture in the developers” DMA. Through offensive assessments, proactive monitoring and pragmatic security,
wi make application security a DevOps responsibility. We inculoate DevBecOpswithin organizations.

Currently empaneled as Cyber Security Consultants with multiple Indian and state government organizations,
including the Government of Telangana, which is the bub for Indian [T infrastructure development, as well as the
Governments of Andhra Pradesh and Karnataka. Empaneled as Cyber Security Consultants to implement Threat
Intelligence, Dark Webk Monitoring, and Metwork and Application Fenetration Testing's.
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