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1 Password complexity and length

e Passwords minimum length must be 10 (ten) Characters

e Password must contain: one uppercase, one lowercase, one numeric, one special character

raxion

Reset your Fraxion
account password

Password policy

The minimum length of your password must be 10 characters
Your password must contan at loast one uppercase character
Your password must contam at ieast one iIowercase characier
Your password must contan at laast one numerc character

Your password mus! contan al least one specl character (69 S 2 @1 % 4 %)
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2 Password history and expiration

e Password history —-password data stored in an encrypted format on Fraxion server
e Password expiration is not enforced

2 Account lockout

e Account lockout threshold: 5 (same as lockout attempts)
e Account lockout attempts: maximum invalid attempts are 5

e Account lockout duration is 5 minutes

fraxion

Log in to Prime

............... ®

Remember me

B Microsoft

User account is locked for 5 minutes

Fraxion US, LLC Fraxion South Africa (Pty) Ltd | 2



O FRAXION | Password policy

e Reset account lockout counter - the counter resets on the 5th attempt with the lockout time of 5

minutes.

fraxion

¥ Frax
A TENANT
X user

i Looxup

Access falled count

]

Lockout end Access failed count

Lockout enabled

5752022 54553 PMA 4

Lockout end Access fallec count

Lockout enabled
]

552022 54655 PM
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